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Annex

Letter dated 4 December 2002 from the Chairman of the
Monitoring Group established pursuant to resolution 1363 (2001)
and extended by resolution 1390 (2002) addressed to the Chairman
of the Security Council Committee established pursuant to
resolution 1267 (1999)

On behalf of the members of the Monitoring Group established pursuant to
Security Council resolution 1363 (2001) and assigned, pursuant to resolution 1390
(2002), to monitor for a period of 12 months the implementation of the measures
referred to in paragraph 2 of the latter resolution, | have the honour to attach the

third report in accordance with paragraph 10 of resolution 1390 (2002) (see
enclosure).

| remain,
Dear Mr. Chairman,

Yours sincerely,

(Signed) Michael Chandler

Chairman

Monitoring Group established pursuant to resolution 1363 (2001)
and extended by resolution 1390 (2002)

(Signed) Hasan Abaza
Expert member

(Signed) Victor Comras
Expert member

(Signed) Philippe Graver
Expert member

(Signed) Surendra Shah
Expert member
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Enclosure

Third report of the Monitoring Group established pursuant to
Security Council resolution 1363 (2001) and extended by
resolution 1390 (2002)

Summary

The Monitoring Group established by Security Council resolution 1363 (2001)
and extended by resolution 1390 (2002) is mandated with monitoring, reporting on
and making recommendations concerning the measures that the Security Council
decided States shall take against Osama bin Laden, al-Qa’idah, the Taliban, and
associated individuals and entities. These measures consist of an assets freeze, a
travel ban and an arms embargo. Thisis the third report prepared by the Group under
this mandate.

Important progress has been made in identifying and breaking up al-Qa’'idah
cells and/or arresting al-Qa’idah associates by a number of countries during the
period covered by this report. However, a large number of al-Qa’idah operatives, and
others trained by al-Qa’'idah, remain at large and should be designated by States as
terrorists. Several Governments have issued and/or reaffirmed warnings concerning
possible further al-Qa’idah attacks.

The bombing of a discotheque in Bali, Indonesia, by Jemaah Islamiyah — a
group directly linked with al-Qa’idah — and the more recent attacks in Mombasa
underscore the wide reach of al-Qa’idah and the existence of a dangerous coalition of
extremist groups in South-East Asia and others of like mind in East Africa
Additional information concerning al-Qa’'idah is coming to light on a daily basis
from many parts of the world, and this is assisting in the break-up of cells and
helping to thwart al-Qa’idah plans. The growing cooperation between Governments
represents a significant step forward in the fight against al-Qa’idah.

Al-Qa'idah is an insidious mass movement, and no country or group of
countries can handle the problem alone. Without broad information-sharing, police
investigative cooperation and the application of international system-wide financial
controls, al-Qa’'idah will continue to be able to resist, recruit and rearm. International
cooperation needs further improvement.

Many countries remain reluctant to submit names to the Security Council
Committee established pursuant to resolution 1267 (1999) for designation, or to give
the United Nations consolidated list sufficient attention in their domestic measures to
counter al-Qa’idah and its associates. This approach has degraded the value of the
list, which the group considers to be one of the key instruments supporting
international cooperation in the implementation of resolution 1390 (2002).

The global effort to combat the financing of terrorism continues to face many
challenges, stemming from the complexities of international financial transactions
and the uneven application of regulatory and control measures. Many countries are
imposing strict new anti-terrorism financing regulations on their domestic banking,
as well as on correspondent banking and “offshore financial centres’. But serious
problems remain, and al-Qa’idah is still able to receive money. Occasionally
transactions may still be routed through the international banking system. Efforts are
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under way to identify countries and institutions that need resources in order to
impose measures, as well as to identify those that continue to lack the will to do so.
Al-Qa’'idah has also adjusted its tactics to rely more heavily on local sources of
funding.

The funding of al-Qa’idah and associated terrorist groups through charitable
and other non-governmental organizations continues to be a major problem. Charities
go unregulated in many countries. Several charities are now under investigation, and
some have had their assets frozen. Financial regulatory authorities have also focused
greater attention on informal transfer mechanisms, such as hawala. Such remittance
systems have proved particularly useful to al-Qa’idah.

Al-Qa’idah also continues to be able to move about in its various areas of
operation, e.g., Europe and South-East Asia, or between Afghanistan and Pakistan.
This is because a great many al-Qa’idah operatives remain unidentified or, if
identified, information on them has not been communicated sufficiently to other
jurisdictions or provided to the Committee for inclusion on the list. The borders in
some of these areas are porous and/or difficult to monitor. In some cases, inadequate
measures are in place to restrict such travel.

The application of the arms embargo continues to present a major challenge.
Recent events have demonstrated that al-Qa’idah continues to have access to
substantial quantities of arms and explosives. While a number of seizures have been
recorded, the weapons confiscated represent only the tip of the iceberg. The
Monitoring Group remains highly preoccupied by the risk of al-Qa’'idah acquiring
weapons of mass destruction or a “dirty” bomb.

Despite significant successes to date in the efforts to counter al-Qa’idah and its
associates, the fight is far from over. Much work still needs to be done and can be
achieved only through enhanced international cooperation. Security Council
resolution 1390 (2002) has proved to be one of the key tools in realizing the level of
cooperation required, but more could be achieved by strengthening the resolution and
by requesting States to be more proactive in the fight against al-Qa’idah and its
associates.
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I ntroduction

1. The Security Council, on 16 January 2002, acting under Chapter VIl of the
Charter of the United Nations, adopted resolution 1390 (2002), imposing financial
and economic sanctions, a travel ban and an arms embargo on Osama bin Laden,
members of al-Qa’'idah, the Taliban and their associates and associated entities as
referred to in the list established and maintained by the Security Council Committee
established pursuant to resolution 1267 (1999).

2. By paragraph 9 of resolution 1390 (2002), the Security Council requested that
the Secretary-General assign the Monitoring Group established pursuant to
resolution 1363 (2001) to monitor the implementation by Member States of the
measures that it decided they should take, set out in paragraph 2 of resolution 1390
(2002). The Group, as requested by the Council, has already submitted two reports
to the Committee, on 29 April (S/2002/541) and on 22 August (S/2002/1050) 2002.

3. The Group, in continuing its practice of visiting States and learning first-hand
the measures that they have taken to implement the resolution, has met with
government officials in Austria, France, Germany, the Islamic Republic of Iran,
Italy, Jordan, Luxembourg, Nepal, Pakistan, Singapore, Switzerland and the United
States of America. The Group also met with officials of the Schengen Information
System command centre in Strasbourg. In addition, the Group visited a number of
international border entry points and talked with border control officials. This
included an especially useful tour of the Iran/Afghanistan border. The Group also
had an observer at the Kimberley Process meeting at Interlaken, on 4 and 5
November 2002. The Group continues also to draw on public data and information
and the expertise of the private sector. The Group would like to place on record its
appreciation to all concerned for their frank, open and comprehensive briefings.

4. The period covered by the present report, the third one to be presented by the
Group, has seen a considerable degree of success in the fight against al-Qa’idah,
with a number of arrests of al-Qa’'idah operatives and the break-up or disruption of
cells in a number of countries. However, al-Qa’idah and groups closely associated
with it remain active (see annex |) and continue to pose a significant threat, globally,
to peace and security.

5.  The bombing of a holiday resort discotheque on the island of Bali, in Indonesia
(12 October 2002), leaving more than 190 dead and hundreds wounded, has been
attributed to Jemaah Islamiyah, which is linked to al-Qa’idah. In addition al-Qa’idah
has been implicated in the attack on the French registered supertanker Limburg, off
the coast of Yemen, an attack similar to that executed against the USS Cole (October
2000), and in shooting incidents against United States service personnel training in
Kuwait. The Moscow theatre hostage-taking (24 October 2002), while not
established as a direct effort of al-Qa’idah, was lauded on a recently released audio
tape, which has been identified as most probably coming from Osama bin Laden.
Also, initial indications concerning responsibility for the car bombing of a hotel and
the attempt to shoot down a commercial airliner at Mombasa, Kenya, bear the
hallmark of al-Qa’idah.

6. A number of Governments have also renewed or issued new warnings
concerning the threats posed by al-Qa’'idah and associated entities. This includes,
but is not limited to, several references to possible attacks against shipping, civil and
commercial infrastructure, diplomatic missions and centres of tourism.
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The al-Qa’idah networ k

7. The Bali bombing has confirmed the extent of the relationship between
a-Qa'idah and the loose coalition of extremist groups in South-East Asia. A
concerted effort by the Governments of Malaysia, the Philippines and Singapore,
dating back to the autumn of 2001, led to the identification of a number of cells in
the area linked to Jemaah Islamiyah, which had been planning terrorist attacks.
More and more information is coming to light. Much of this information was
obtained as a result of the successful break-up by the Singaporean authorities of a
major operational cell. In addition, the recent arrests in Indonesia, arising from the
investigation by the authorities there into the Bali incident, have provided further
evidence of the dangers posed by al-Qa’'idah and Jemaah Islamiyah in the region.
The cooperation between these Governments represents a major step forward in the
fight against al-Qa’'idah. There are signs that law enforcement authorities around the
world are increasingly successful in identifying and detaining members of
al-Qa’idah and their associates. Some of the key suspects recently arrested are
Ramzi bin al-Shibh, Abd al-Rahim al-Nashiri and mam Samudra.

8. The Mombasa attacks have been attributed by many States to al-Qa’'idah.
However, even if some may not perceive the individuals responsible to be a
component part of al-Qa'idah, those involved have clearly drawn on the
pronouncements of Osama bin Laden for their inspiration. Thus, by default, those
responsible for these latest outrages in Kenya fall into the category of associates and
associated entities as defined in resolution 1390 (2002), as do those connected with
the Bali bombings. Together these incidents appear to indicate a shift in tactics by
the al-Qa’idah network. Soft targets, preferably with maximum casualties, would
now appear to be the order of the day. The success of the al-Qa’idah network’s
loosely affiliated cell system has again been demonstrated; a reminder, if one should
be needed, of how this global scourge is manifesting itself. But the most important
point that arises from these horrendous events is the need for even greater and more
determined action, collectively, by all States of the United Nations to eradicate
al-Qa’'idah and all its manifestations.

9.  One aspect of the al-Qa’idah phenomenon that is a major area of concern isthe
number of operatives that were trained in Afghanistan during the years that the
training camps existed. These operatives have returned to their countries of origin or
gone to others. They have been likened to time bombs — when the time comes they
will “explode”. By this the Group means that, following extensive planning and
preparation of identified targets, they then act on receipt of the appropriate signal or
the presentation of the appropriate opportunity. Most of these operatives remain at
large. The authorities in the States where they are in waiting possibly know some of
them. Many others are “dormant”, and their identities and whereabouts are
unknown.

10. One of the most recent developments to come to light is the apparent activation
of new, albeit simple, training camps in eastern Afghanistan. Particularly disturbing
about this trend is the fact that new volunteers are making their way to these camps,
swelling the numbers of would-be al-Qa’idah activists and the longer-term
capabilities of the network.



S§/2002/1338

General observations

11. The representatives of all of the Governments with whom the Group met
reiterated their Governments’ commitment to discharging their responsibilities as
Members of the United Nations in the fight against terrorism, and in particular in
complying with resolution 1390 (2002). At the time of writing, only 79 States have
submitted their 90-day reports, as requested in paragraph 6 of the resolution. The
Group has not been able to assess the level of compliance of the States that have not
responded. The Committee may wish to address this matter, as it is a fundamental
aspect of compliance.

12. The fight against the al-Qa’idah network is proving to be a difficult and drawn-
out undertaking. Al-Qaidah is more than a terrorist organization that can be
identified and eliminated. It is an insidious mass movement that must be dealt with
using a broad range of tactics. This includes intelligence and information-gathering,
military action, financial countermeasures, police investigation, travel restrictions
and an arms embargo. It requires constant security consciousness and vigilance.
Perhaps most importantly, it requires concrete international cooperation. No country
or group of countries can handle the problem alone. Without broad information-
sharing, police investigative cooperation and the application of international system-
wide financial controls, al-Qa’idah will continue to be able to resist, recruit and
rearm, and will continue to pose a danger to international peace and security in
every region of the world. It is up to each country to take the measures necessary
within its borders to deal with al-Qa’idah and its support mechanisms. Countries
that fail in this endeavour undermine the efforts made elsewhere.

13. One of the most significant failings observed by the Group to date is the
apparent reluctance of many countries, for various reasons, to submit the names of
persons or entities they have identified as al-Qa'idah members, associates or
associated entities. This includes all those individuals who, over time, have returned
from training camps in Afghanistan and are known to the authorities. These
individuals should be regarded as terrorists and treated accordingly. This failing has
seriously degraded the value of the United Nations consolidated list, one of the key
instruments supporting international cooperation. The list, in conjunction with
resolution 1390 (2002), provides the only internationally recognized mechanism that
assures that common steps are taken to deal with those designated.

The United Nations consolidated list

14. The Committee established pursuant to resolution 1267 (1999) has made
progress in updating and reformulating the list of individuals and entities associated
with Osama bin Laden, al-Qa’idah and the Taliban. The list is critical to the
implementation of the measures set forth in paragraph 2 of resolution 1390 (2002).
During the reporting period the Committee has added 16 individuals and 22 entities
to the list. It has also de-listed three individuals and three entities. Progress has also
been made in conforming the names to actual cultural usage.

15. Early in the period, the Committee requested States to provide additional
identifying information with regard to the names already on the list. To date 11
States have responded with some useful information. The Group notes that thisis a
continuing process and that additional information is still needed concerning many
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of the names on the list. States should be encouraged to provide this additional
information as soon as possible. Nevertheless, the Group recommends that the
Committee now begin to include and publish in the list the reformulated names and
the information it has so far received. Additional information should be added as
soon as possible after it has been received.

16. While additional names have recently been added to the list, it remains
incomplete. In the last report the Group highlighted five key individuals who were
not included on the list; Gulbuddin Hekmatyar, Ramzi bin al-Shibh, Khalid Shaikh
Mohammed, Suleiman Abu Gaith and Said Bahaji. Since then only two, Said Bahgji
and Ramzi bin al-Shibh have been designated. During the same period the number
of persons alleged to be linked to al-Qa’idah who have been publicly identified but
whose names have not been presented to the Committee is now in the order of 100
(see annex II). In addition, four of the “most wanted terrorists’ — Imad Fayez
Mugniyah, Ahmad Ibrahim al-Mughassil, Ali Saed bin al-Hoorie and Ibrahim Salih
Mohammed al-Yacoub — appearing on the United States Federal Bureau of
Investigation web page have also not been included on the list.

17. Only a few countries have provided the names of the persons or entities they
have identified as associated with Osama bin Laden and al-Qa’idah. Many countries
have refrained completely from providing names of such persons or entities. Several
reasons have been cited for this lacuna. Several Governments questioned the validity
of placing persons or entities on the list without judicial findings of culpability.
Several indicated that they lack established procedures for determining which names
of individuals or entities should be communicated to the Committee. Some countries
were barred by rules of confidentiality covering ongoing criminal proceedings or
investigations. Some indicated a reticence to provide the names of their own
nationals. Some States were concerned that such actions would require them to
freeze the assets of the persons named, with dire consequences for their families.

18. In sharp contrast to the foregoing observations was the massive support, from
no less than 50 States, for the listing of Jemaah Islamiyah. It can be hoped that this
concerted action is a turning point leading to the more active involvement of States
with regard to future listings regarding al-Qa’idah and its associates.

19. The Group has sought, through discussions with the Committee and with
States, to clarify the role and the status of the list. Several government officials with
whom the Group met indicated differing views about the nature and effectiveness of
the list. Asindicated previously, a number of countries view the list as the document
defining specific persons and entities that are subject to the measures imposed by
resolution 1390 (2002). Some have questioned the way in which the list is composed
and what it represents. It is unclear whether inclusion in the list indicates ipso facto
that the persons named should be considered terrorists, or whether the list should be
viewed as a preventive measure concerning persons who might be terrorists. Several
countries have also questioned the methodology used to determine who should
appear on the list. These questions carry with them important implications
concerning the manner in which States fulfil their responsibilities to freeze assets or
restrict the movement of persons pursuant to resolution 1390 (2002).

20. The Committee, on 7 November 2002, adopted new guidelines regarding the
conduct of its work (see annex 111). These guidelines provide a clearer indication of
the procedures for the listing and de-listing of individuals and entities on the list. It
is also considering guidelines to handle requests for exemptions, on humanitarian
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grounds, from the measures imposed under paragraphs 2 (a) and 2 (b) of resolution
1390 (2002). The Group hopes that this will encourage and assist States in providing
the Committee with information relevant to maintaining and updating the list. These
procedures should also serve to alleviate concerns that some Member countries have
expressed about the need to consider humanitarian factors in determining whether to
provide the Committee with information relating to the possible listing of
individuals or entities. The Group is aware that the Committee is seized of the
matter of humanitarian exceptions.

21. The new guidelines indicate that proposed additions to the list should include,
to the extent possible, a narrative description of the information that forms the basis
and/or justification for a listing. The Group believes that it would be very useful if
countries would indicate, at the time of listing, whether any warrants for arrest have
been issued regarding the persons named. The Committee should continue to solicit
such information from Member countries regarding those persons already on the
list." The Committee should also consider providing such information, along with
other information provided to it at the time of listing, to all countries, as this may
assist them in better carrying out their obligations under paragraph 2 of resolution
1390 (2002).

22. The Group has observed that in many cases the list is not reaching quickly
enough the officials who need the information contained therein so that they can
effectively use it for the intended purpose. The Group again emphasizes the
importance of ensuring that the list is adequately communicated to States and
quickly and widely distributed within States. The Group has found in several
instances that countries lacked up-to-date information regarding the list or were
using lists that were out of date. The Group recommends that each updated or
amended list be communicated directly, immediately and simultaneously, as soon as
the amendments are approved by the Committee.

Freezing of financial and economic assets

23. The second report of the Group provided a basic description of the financial
support structure of al-Qa’idah and the measures the international community had
adopted to deal with it. The present report provides an update and further
elucidation regarding these measures. It also provides an indication of new
developments that have come about, or become known, since the last report. This
includes new strategies that al-Qa’'idah and its associated entities may be utilizing to
try to circumvent these international controls.

24. The global effort to combat the financing of terrorism continues to face many
challenges, stemming from the complexities of international financial transactions
and the uneven application of regulatory and control measures. While many
countries, and their financial institutions, are adhering strictly to new international
regulations and guidelines for combating money-laundering and the financing of
terrorism, which is having a positive effect, many jurisdictions and financial
institutions are still lagging behind.

25. The failure of States to make full use of the list has further complicated
international efforts to locate, freeze and block economic and financial assets that
are used to support the activities of al-Qa’idah members and their associates. The
names of many individuals and certain entities that have been identified as



S§/2002/1338

10

associated directly or indirectly with al-Qa’idah have not been submitted for
inclusion on the list. Several countries have indicated that they are not able to block
the assets of such persons or groups without a judicial finding. Obtaining such a
finding may involve complicated investigative and evidentiary procedures. Some
countries have also cited difficulty in retaining blocking orders on groups included
on the list without sufficient indication that the assets are in some way directly
linked to terrorism or other illegal activities. The Group notes that such de-blocking
may be inconsistent with the obligations imposed by resolution 1390 (2002) and
believes that Governments acting to de-block such assets should first raise this issue
with the Committee.

26. The Group notes that since its last report, a number of States and regional
groupings have taken new steps to further invigorate their efforts against the
financing of terrorism. These measures are directly relevant to impeding the flow of
funds that support al-Qa’idah and associated individuals and entities. This has
included increased vigilance and more extensive use of suspicious transaction
reports, as well as the introduction of new anti-money-laundering measures in
several States earlier viewed as deficient. The Group of 7 reported in September
2002 that more than 160 countries and jurisdictions had taken new, concrete action
to combat the financing of terrorism. The International Monetary Fund (IMF) and
the World Bank/International Bank for Reconstruction and Development (IBRD)
have also significantly intensified their involvement relating to combating money-
laundering and the financing of terrorism. Since February 2002, IMF has included
an examination of countries’ procedures to combat money-laundering and the
financing of terrorism as part of the Financial Sector Assessment Programmes and
the examination of offshore financial centres' legal, regulatory and supervisory
systems. Also of interest is the announcement by the United States of America of a
new reward programme offering up to $5 million for information that helps law
enforcement officials locate and stop the flow of money to terrorists and the
networks that support them.

27. New efforts are also under way in many banking capitals and centres to expand
the application of stricter “know your customer” rules. This has included many
banks in so-called offshore financial centres.” Significant progress has reportedly
been achieved in Cyprus, Gibraltar, Hong Kong (China), Panama and Singapore.
Other countries and jurisdictions now cooperating with the IMF assessment
processes include Anguilla, Barbados, Bermuda, the British Virgin Islands, the
Cayman lIslands, the Cook Islands, Guernsey, the Isle of Man, Jersey, Labuan
(Malaysia), Liechtenstein, Malta, the Marshall Islands, Mauritius, Monaco, the
Netherlands Antilles, Samoa, Seychelles, the Bahamas, the Turks and Caicos Islands
and Vanuatu. Antigua and Barbuda, Nauru, Niue, Saint Kitts and Nevis, Saint Lucia
and Saint Vincent and the Grenadines have been encouraged also to permit such
IMF assessments as soon as possible.?

28. The Wolfsberg Group of Banks announced on 5 November 2002 that it
intended to apply stricter “know your customer” guidelines to its own banking
practices and to its handling of correspondent banking relationships. These new
rules will bar business with “shell” banks and establish stringent new standards of
due diligence based on evaluated risk assessments and transaction profiling. Such
profiling would include criteria related to previous activities and relationships,
domicile, ownership and management structure, and business portfolio (see
annex 1V).
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29. The Wolfsberg Group has also proposed the development and regulatory
endorsement of an international registry of financial institutions. Upon registering,
financial institutions would submit information relevant to due diligence
requirements, such as details of ownership, capital structure and key relationships.
Such a step isto be strongly encouraged.

30. New emphasis is also being placed by several major banking countries on
Financial Action Task Force (FATF) special recommendation VII (see annex V),
which relates to wire transfers. FATF has issued a new proposal for an interpretive
note to ensure that basic information identifying the originator of fund transfers is
obtained and preserved by banks and intermediaries, and that such information is
made rapidly available to law enforcement and other appropriate authorities for the
purpose of investigating, prosecuting and tracing the assets of terrorists or other
criminals. The Group would like to see the FATF proposal for an interpretive note
quickly adopted and implemented by all countries and banking jurisdictions.

31. The settlement of international transactions is usually handled through
correspondent banking relationships or large-value message and payment systems,
such as the SWIFT, Fedwire or CHIPS systems in the United States of America.
Such international clearance centres are critical to processing international banking
transactions and are rich with payment information. The United States has begun to
apply new monitoring techniques to spot and verify suspicious transactions. The
Group recommends the adoption of similar mechanisms by other countries.

32. The Group has also taken note of new measures to strengthen regional and
international cooperation in cutting off terrorist funding. This has included new
measures being taken, or pledged, on the part of Governments and financial
institutions in Asia, including South-East Asia, and the Middle East. In September
2002, the Finance Ministers of the Asia-Pacific Economic Cooperation Economies
announced a joint Action Plan on Combating the Financing of Terrorism, directed at
strengthening regional cooperation and information-sharing regarding terrorist
assets and financing. Similarly, the Association of South-East Asian Nations
countries have pledged to work closely together to combat the financing of
terrorism. A special conference on combating the financing of terrorism will be held
in Bali this December to finalize new cooperative arrangements.

33. Although banks and financial institutions around the world are applying many
of these new steps, serious gaps remain. FATF has identified several countries that
continue not to cooperate with its recommended measures dealing with money-
laundering and the financing of terrorism. The FATF non-cooperating country list
includes the Cook Islands, Egypt, Grenada, Guatemala, Indonesia, Myanmar, Nauru,
Nigeria, the Philippines, Saint Vincent and the Grenadines, and Ukraine.* In
addition, several countries that have adopted FATF and IBRD guidelines continue to
lack the structures, resources or political will to adequately apply and enforce them.
This is also the case for a number of countries and banks in Africa, Central, South
and South-East Asia and the Middle East.® Al-Qa’idah and its associates continue to
make use of banking transactions in such areas. These transactions are often routed
through a combination of bank transfers and informal transfer mechanisms (such as
hawala) and through multiple intermediaries in order to further obscure their origin
and final destinations.®

34. FATF and some of its member countries are now undertaking a maor new
initiative to identify those countries that lack appropriate measures or are failing to

11
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combat the financing of terrorism. It is to be hoped that this will lead to steps being
taken to encourage cooperation from such countries. This will also include offers of
technical and other assistance. A report on the FATF findings is expected shortly. A
number of organizations and programmes are now available to countries wishing to
avail themselves of such assistance to strengthen their own national financial
institution monitoring systems. This includes programmes offered under the
auspices of IMF, IBRD, the Office on Drugs and Crime (formerly the Office for
Drug Control and Crime Prevention) and other international and regional
organizations. Several programmes are also offered by member States on a bilateral
basis.

35. The funding of al-Qa’idah and associated terrorist groups through charitable
and other non-governmental organizations continues to pose one of the greatest
challenges to the financial war on terrorism. The line between fund-raising activities
for legitimate purposes and those related to terrorist recruitment, maintenance,
indoctrination and training is often blurred. In some cases the charities and non-
governmental organizations have been only “shell”, or front, organizations intended
to funnel money to al-Qa’idah or its associated groups or cells.” However, in many
cases, otherwise legitimate charities have been infiltrated or used by al-Qa’idah and
its associates to obtain, transfer or divert money to support their activities.

36. The capture of al-Qa’idah operatives and the dismantling of the organization’s
camps and bases in Afghanistan has provided substantial information on al-Qa’idah
financial operations and the emphasis it placed on fund-raising through charities and
other non-governmental organizations. It also used these organizations for logistic
support, as a cover for employment, false documentation, travel facilitation and
training. This information has focused a greater international effort on closely
monitoring and regulating the potential use of charities and other associations for
these purposes. Several charities and organizations have been investigated for
possible al-Qa’idah ties, and freezing orders have been issued in several instances.?
International standards regulating charities, non-governmental organizations and
associations vary significantly between jurisdictions and between different legal
systems. Charities in many countries have gone largely unregulated, except with
regard to questions related to possible tax exemption status. In many cases charities
come under official scrutiny only if accusations of fraud or embezzlement arise.

37. A special FATF group has just issued a paper on international best practices to
help address these issues (see annex 1V). The FATF paper recommends that charities
cooperate with regulatory authorities by making their operations, budget, and
programme activities as transparent as possible. It also recommends that charities
and non-governmental organizations be required to maintain and use registered bank
accounts to store and transfer their funds. This would better ensure that the transfer
of their funds will at least be regulated through the formal banking system. Such
transactions would then be subject to established suspicious transaction report and
“know your customer” procedures. The paper also recommends formal selection and
identification of directors and yearly independent audits of the organizations'
financial activities.

38. Several of the charities and non-governmental organizations implicated in
channelling funds, knowingly or unwittingly, to al-Qa’idah or associated groups or
entities are based in the Middle East, Africa, South Asia and South-East Asia. In
recognition of the religious and cultural importance given to acts of anonymous
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charity, the relevant Governments were reluctant to tightly oversee these charities.
This has particularly been the case regarding charitable programmes operating
outside their jurisdiction. Several of these countries have now pledged to more
closely regulate and scrutinize the activities of these charities. The Group
recommends that all States establish a charities commission or similar regulatory
body.

39. The Government of Saudi Arabia issued new regulations earlier this year
tightening up charity oversight. It has required all charities based in Saudi Arabia
since 1999 to be registered. The new requirements provide for the creation of a
special oversight commission. They also require Saudi charities and other non-
governmental organizations to report to the Saudi Government all activities that
extend beyond Saudi Arabia. Such activities are to be closely monitored. The new
regulations also encourage donations to be made only through established Saudi
groups. Unfortunately, some of these approved groups have, in the past, been
alleged to have provided funds, directly or indirectly, to al-Qa’idah operatives.” On
23 October 2002, the Saudi Government hosted a special forum on Islamic charities
to discuss new regulatory measures as well as new coordinated investment and
programme strategies.

40. The Government of Pakistan has also initiated several new measures to
regulate charities and non-governmental organizations, including madrasas. The
Pakistan Government has pledged to reform the madrasa system. The Group was
informed that the new laws will provide for changes in curriculum, registration and
the monitoring of finances.

41. The fight against the financing of terrorism has also benefited significantly
from increased intelligence, including information obtained from captured al-
Qa’idah operatives. Government sources have told the Group that these intelligence
and information-gathering efforts are starting to pay off. Considerable information
on al-Qa’idah operations and financing, and the operations and financing of related
organizations and entities, has been obtained and analysed by intelligence services
in several countries. This includes information gleaned from forensic banking
investigations, from suspicious transaction reports, from seized computers and
documents and from information obtained from captured al-Qa’'idah associates or
operatives. Some of this information has been disclosed publicly, including
information obtained from Omar al-Farug, a key financial operative in South-East
Asia who was captured recently in the Philippines.

42. The information gathered has proved very useful in tracking down and
unmasking al-Qa’idah and related terrorist cells in the United States of America,
Europe, Pakistan, North Africa and South-East Asia, leading to a number of arrests.
It has also hampered the transfer of terrorism-related funds. However, few of the
bank accounts identified contained any significant amounts, and few additional
assets of any value have been frozen. Nevertheless, this approach has had a major
impact on the financing of terrorism and has forced al-Qa’idah to develop new
strategies to hide the identity of its resources and to store and transfer funds.

43. As al-Qa’idah cells have moved towards greater decentralization, their leaders
have sought also to disseminate their previously established financial networks in
favour of local or regionally based systems. They are believed to have sequestered at
least some of their assets in gold and other precious commodities. They may also be
using gold and precious commodities as a medium of transfer. Such transactions
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have been reported in the press and have been given credence in official statements
by American and other government officials. However, few details have been given,
and the Group has been unable to obtain any further information concerning such
transactions. These assets are reportedly being stored for future requirements, such
as the possible re-establishment of training and recruitment centres, if and when
appropriate new “safe areas’ become available to them. Reports indicate that such
centres are being considered in some remote areas of South-East Asia. Other assets
are believed to remain in the hands of unidentified al-Qa’idah sympathizers and
supporters in Afghanistan, Pakistan, the Middle East and Central and South-East
Asia. There are also suggestions that some major financial donors and supporters
may have broken off their ties, at least temporarily, with al-Qa’idah to avoid
detection.

44. Information obtained through investigations of the attacks of 11 September
2001, from captured al-Qa’idah members and from seized records and documents,
showed clearly that al-Qa’'idah traditionally relied on an international network of
financing that had originally been established to support the “holy war”, or jihad,
that was fought against the Soviet occupation of Afghanistan. With the crackdown
taking place against this network, through increased pressure on Governments and
banking institutions around the world to block such transactions, al-Qa’idah, and its
associated entities, have increasingly turned to local sources of funding. Local
affiliated groups and al-Qa’idah cells have become increasingly reliant on their own
funding, maintenance and support. Many of the extremist fundamentalist and
nationalist groups associated with al-Qa’idah were already handling their financesin
this manner. They rely on local community solicitations, tap local charities (both
overtly and covertly), conduct small business operations and often engage in street
or petty crime. In addition, local groups have on occasion been asked to raise funds
for al-Qa’idah by offering training courses for payment. Such courses included
indoctrination and training in camps set up by al-Qa’idah for this purpose, including
former camps operated in Mindanao (Philippines) and Poso, Sulawesi (Indonesia).

45. While al-Qa’idah’s principal financial support network may appear somewhat
dormant, it still remains operational. Al-Qa’idah appears to still have access to
substantial funding from its previously established investments, non-governmental
organization and charitable support network, and deep-pocket supporters.
Al-Qa’'idah funds are still being generated to support major operations, such as the
Bali bombing™ and the plot to blow up embassies in Singapore. In addition, the
traditional network of non-governmental organizations, charities and private donors
that supported extremist institutions and proselytizing activities in support of al-
Qa’idah and its objectives in the past remains active. While these latter funds are
ostensibly for (and do go largely to) legitimate religious, humanitarian, social and
educational purposes, they are also being used to fund radical extremist movements
that support al-Qa’idah recruitment and indoctrination efforts.

46. Intelligence information has also provided a clearer picture of al-Qa’idah’s
involvement in developing or aligning itself with other radical extremist groups in
South-East Asia, including Jemaah Islamiyah, Abu Sayyaf and the Moro Islamic
Liberation Front. This has included substantial financial assistance and terrorism-
related expertise. Relationships were first established in the late 1980s, followed by
the establishment of alogistics base in the Philippinesin the early 1990’s. This base
was believed to have been financed in large part by funds received through charities
and specially established front companies, allegedly set up by Osama bin Laden’s



S§/2002/1338

brother-in-law, Mohammed Jamal Khalifa. Khalifa, aregional director for the Saudi-
based charity International Islamic Relief Organization (I1RO), was married to a
Filipina from Mindanao. Subsequent intelligence reports indicated that 11RO was
used as a “pipeline” for bankrolling local militants. It is estimated that a substantial
amount of 11RO funding to the region was diverted to terrorist-related activities.
This included support for fundamentalist schools and centres and for recruiting
promising young cadres who were then sent to centres in Pakistan and Afghanistan
for further indoctrination. Al-Qa’idah is also alleged to have provided funding for
training and arms.

47. External funding and support from legitimate charities and illicit funding
channelled through al-Qa’'idah operations and front companies continue to flow to
groups linked to radical elements throughout the South-East Asia region. Regulating
this funding is a very delicate and difficult issue. South-East Asia is home to about a
fifth of the world’s Muslim population, and many areas rely heavily on funding from
local and international charities to support their religious, humanitarian, economic,
social and educational activities. The population and local governments are likely to
be wary of any attempts to interfere with the local work of such charities or
organizations. The answer must therefore lie in more intense self-regulation
supported by national and local government authorities. There will also have to be
more careful oversight of sources of funding from outside the region.

48. Financial regulatory authorities have also focused greater attention on informal
transfer mechanisms, such as hawala. Al-Qa’idah is believed to rely increasingly on
such informal mechanisms to transmit funds for support and operational purposes.
Thisisaresult, in part, of increased vigilance over traditional bank transfers and the
increased ability of law enforcement agencies in a number of countries to trace such
transactions. It is also attributable to the absence of formal banking mechanismsin a
number of areas in Pakistan and Afghanistan and remote areas of South-East Asia
where al-Qa’idah and related organizations are now operating.

49. The legal status of hawala systems differs from country to country. Several
countries treat hawala and similar transfer arrangements under their regular banking
regulations or under a special regulatory category reserved for such transfer
facilities. They are subjected to registration requirements and reporting and
oversight rules. Many countries require such transfer agencies to “know their
customers” and to file suspicious transaction reports. This is usually the case in
North America and Europe. Some countries have established more liberal regulatory
regimes for such informal transfer mechanisms. Others do not regulate hawala or
have simply declared such systemsillegal.

50. Whatever the regulatory regime, there is growing recognition that unregulated
hawala-like operations exist in many countries. It is estimated that, at a minimum,
tens of billions of dollars flow through hawala and other informal value transfer
systems on an annual basis. Many countries have therefore stepped up their policing
and enforcement of such practices. Others are now taking the first step to regulate
such activities. As an example, the Group has noted the announcement by the
Central Bank of the United Arab Emirates, on 5 November 2002, that all hawala
transfers would be subject to reporting requirements. Each such transaction would
have to be recorded and reported to the United Arab Emirates Government banking
regulatory authority. Hawala operators or hawaladars will be required to provide
the Central Bank with details regarding those sending and receiving money transfers
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both originating in and coming into the country. The Group also noted the
regulations that the Pakistan Government indicated it intends to implement with
respect to hawala transfer systems.

Travel ban

51. Al-Qa'idah has demonstrated its ability to organize attacks over a wide range
of targets, means, modes and geographical areas, indicating the continued mobility
and flexibility of the network. Elements of the networks appear able to move with
relative ease within their areas of operation, e.g., Europe and South-East Asia, or
between Afghanistan and Pakistan. The Group has noted the increasing cooperation
and coordination between intelligence and law enforcement agencies of different
States and encourages these countries to continue to reinforce these efforts.

52. One of the key tools available to restrict the movement of al-Qa’idah isthe list,
if used effectively by all States to implement the travel ban. Nevertheless, some
States are not including designated individuals from the list in their national stop
lists. Whereas the Group appreciates that it is highly unlikely that designated
individuals will try to travel using documents in their own names, if they are aware
of gapsin the system they might well be encouraged to exploit them.

53. Another problem that still exists, highlighted in the Group’s previous report,™
concerns the action to be taken in the event that a designated individual is stopped
either attempting to enter or transiting a State. It is the Group’s opinion that
individual s designated on the list must be terrorists or suspected terrorists and must
be apprehended. They should then be sent to their cou